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Abstract
This paper uses data from the MIT digital currency experiment to shed light on
consumer behavior regarding commercial, public and government surveillance. The setting allows us to explore the apparent contradiction that many cryptocurrencies offer
people the chance to escape government surveillance, but do so by making transactions
themselves public on a distributed ledger (a ‘blockchain’). We find three main things.
First, the effect of small incentives may explain the privacy paradox, where people say
they care about privacy but are willing to relinquish private data quite easily. Second,
small costs introduced during the selection of digital wallets by the random ordering of featured options, have a tangible effect on the technology ultimately adopted,
often in sharp contrast with individual stated preferences about privacy. Third, the
introduction of irrelevant, but reassuring information about privacy protection makes
consumers less likely to avoid surveillance at large.
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Introduction

In the Fall of 2014, every undergraduate student at the Massachusetts Institute of Technology
was offered $100 worth of Bitcoin (Catalini and Tucker, 2016). Bitcoin is the first decentralized cryptocurrency to solve the double-spending problem that had plagued computer
scientists’ early attempts at creating digital cash (Nakamoto, 2008; Narayanan et al., 2016).
As part of the experiment, students would have to select a digital wallet offering varying
degrees of privacy and security, decide how much information to share about themselves,
and learn about encryption in the form of PGP to securely communicate their address and
receive their bitcoin. At multiple points in the process they not only faced trade-offs between
privacy, security and convenience, but also had to make choices in terms of who could access
their transaction data in the future.
As an increasing share of economic and social activity is digitized, and as personal devices, services and governments collect more information about individual preferences and
behavior, it has become apparent that effectively protecting our privacy in a digital environment is extremely challenging. While having a chilling effect on online search behavior
(Marthews and Tucker, 2015), revelations about the reach of government surveillance have
also accelerated the adoption of stronger, end-to-end encryption technology by some of the
leading messaging platforms. At the same time, many established firms have responded to
consumers’ demand for more privacy through vague reassurances, often because their business models increasingly rely on the ability to collect and process vast amounts of data.1 A
few startups and open-source communities have instead developed solutions that either do
not rely on information collection as a source of revenue, or that remove the intermediary’s
access to the data altogether, returning control over it to the users.
This approach is similar to the motivation behind Bitcoin, which allows users to transact
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For example, training machine learning models, understanding and predicting consumer preferences and
behavior, or offering personalization and customization.
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with each other without the need for a trusted third party. To verify transaction attributes at
a low cost without relying on financial intermediaries (Catalini and Gans, 2016), the Bitcoin
network records all exchanges in a distributed, public ledger (a ‘blockchain’). While users
can protect their privacy by using different pseudonyms for each transaction, or by mixing
their transactions with others, the public nature of the Bitcoin ledger makes it impossible to
achieve full privacy from the public (Athey et al., 2016). Ironically, as Bitcoin offers people
the chance to escape government and corporate surveillance over financial transactions, it
currently2 does so in a way that exposes part of that information to the public. This
paradox extends beyond cryptocurrencies: as our lives become increasingly digitized and
privacy becomes costly or impractical to implement, often the relevant question becomes
from whom one would like to maximize privacy.
In this paper, we explore consumer choices with respect to privacy from three possible
audiences: The government, an intermediary, and the public. Bitcoin offers a unique opportunity to study how individuals think about these privacy trade-offs because users have
multiple options for adopting the technology and for protecting their transactions. For example, when choosing a digital wallet to manage their bitcoin, they can download and run
an open source wallet, or opt for a bank-like wallet service in the cloud provided by a commercial intermediary. Similarly, when transacting, they can take additional steps to protect
their identity or not and the identities of their friends. All these choices have consequences
for how easy it is for the government, a commercial intermediary, or the public to track
them. In the analysis, we exploit this variation to understand how consumers perceive some
of these trade-offs. The experimental nature of the data, combined with fine-grained activity
information from the digital wallets, allows us to measure the impact of small incentives,
costs and information on the students’ privacy choices. Furthermore, by comparing the ex2

More recent cryptocurrencies such as ZCash allow for full anonymity. Developers are also working on
solutions to improve the privacy of Bitcoin transactions by moving them off the public chain (e.g. the
Lightning network).
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perimental outcomes to the answers originally given during the signup process, we can find
inconsistencies between the students’ stated and revealed preferences for privacy.
As part of the experiment, students had to make at least three digital privacy choices: 1)
if they wanted to disclose (or not) the contact details of their closest friends; 2) whom they
wanted to maximize privacy from ex ante when they adopted a digital wallet, the choices
being to shield their privacy from the public, a commercial intermediary or the government;
3) if they wanted to take additional actions ex post to protect their transaction privacy when
using Bitcoin. We use our randomizations to understand how responsive this demographic
is to small changes in incentives, costs and information.
In the context of the first choice - which had implications for the privacy of a participant’s
contacts - we offered 50% of our sample a small incentive in exchange for the emails of
their friends. Our original goal was to reconstruct accurate social network information on
participants to study Bitcoin adoption on campus, and we were worried that simply asking
for the emails would lead to a low response rate. Hence, we decided to introduce a probing
question during registration for a random subset of participants.
Because of the early-stage nature of the technology, Bitcoin wallets drastically differ in
terms of their usability, security and privacy features. To test the effect of these dimensions on
outcomes, we randomly changed the ordering of the four listed wallets to see if small frictions
in the user interface at signup could introduce exogenous variation in wallet selection. In this
paper, we exploit this variation to test whether students’ choices of wallets were consistent
with their stated privacy goals, and if increasing transparency about the wallets’ features
can improve privacy outcomes.
Last, we explore the effect of an information treatment which discussed the role of PGP,
a privacy- enhancing tool, in avoiding interception by third parties of students’ initiation of
their Bitcoin. When presented with the option to encrypt and sign their Bitcoin address for
added security, 50% of students were shown additional information on how PGP can be used
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to protect communication from surveillance. Our prior was that this additional information
would have increased participants’ attention towards privacy. To capture the response to
this randomization, we explore whether offering encryption stimulated privacy-protective
behavior. Specifically, we check whether the additional text made students more likely to
protect their privacy from the public by making their transaction appear more opaque on the
Bitcoin public ledger, from the intermediary by not revealing to them additional identifying
information, or from the government by not linking their Bitcoin wallet to a traditional bank
account which is subject to government oversight.
We find three main things. First, the effect of small incentives may explain the privacy
paradox, where people say they care about privacy, but are willing to relinquish private
data quite easily. Second, small frictions on a web page can have large effects in terms
of technology adoption, which implications for privacy. Third, our information treatment
on encryption - possibly by giving participants an illusion of protection - does not increase
privacy-enhancing behavior as we expected, but actually reduces it. After being randomly
exposed to irrelevant, but reassuring information about a tangential technology, students are
less likely to avoid surveillance.
This paper contributes to three main literatures.
The first steam is a growing literature that uses field experiments to explore the consequences of psychological, cognitive and social factors on economic choices (Harrison and List,
2004; Gneezy and List, 2006; DellaVigna and Malmendier, 2006; DellaVigna, 2009; DellaVigna et al., 2012; Landry et al., 2010; Allcott and Rogers, 2014). In particular, our results
on the ordering of digital wallets and on the effect of additional transparency on privacy
outcomes relate to previous research that has highlighted the role of defaults, salience, and
limited attention on individual choices (Madrian and Shea, 2001; Ho and Imai, 2008; Chetty
et al., 2009; Bertrand et al., 2010).
The second literature is the literature on the behavioral drivers of the economics of
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privacy (Posner, 1981; Acquisti et al., 2016). Earlier work has highlighted the potential for a
privacy paradox (Gross and Acquisti, 2005; Barnes, 2006), and has noted that people do not
change their information sharing habits in exchange for the preservation of the privacy that
they articulate as an important value to them. We build on this observation, and not only
document it using field experimental data, but also show that that whereas consumers deviate
from their own stated preferences regarding privacy in the presence of small incentives,
frictions and irrelevant information.
The third literature that we contribute to is a policy literature that focuses on the questions of how the process of digitization affects policy (Greenstein et al., 2010). The existing
economic literature on privacy protection documents the existence of unanticipated costs to
consumers of such protection (Miller and Tucker, 2011; Kim and Wagman, 2015). By contrast, our paper emphasizes a nuance in the relationship between stated privacy protections
and regulation. On the one hand, it appears that consumer’s actual stated preferences may
be an unreliable guide to policy if their actual observed behavior is taken as an indicator
of their true preferences since very small costs or incentives lead them to deviate from their
stated preferences. On the other hand, our paper can also be taken as support for the idea
that given consumers appear to very easily be led to behave in ways which are not in accordance with their stated preference, there may be a need for more robust set of privacy
protections to save consumers from their own behavioral impulses.

2

Empirical Setting and Data

In the Fall of 2014, the MIT Bitcoin Club raised capital from a group of alumni to give
each of 4,494 MIT undergraduates $100 in Bitcoin. The objective of the students was to
jumpstart the ecosystem for the digital currency on campus, and expose their peers to the
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opportunities enabled by cryptocurrencies.3 As part of the signup process,4 participants
were asked questions about their experience with Bitcoin and other digital payments applications and their preferences for financial privacy. They also had to select a digital wallet
among multiple options, to learn how to generate an address to receive their bitcoin, and to
optionally encrypt and sign it for added security.
3,108 undergraduates - 70% of the eligible population - signed up for a digital wallet.5
In late 2014 even on the MIT campus most students had little experience with Bitcoin:
only 6% of participants defined themselves as very familiar with the cryptocurrency, and
only 4.5% had actually transacted with it before. Before the distribution, students were
mostly interested in using the digital currency as an investment vehicle and as an alternative
to traditional payment systems.6 We complement the survey answers with demographic
information about the students provided by the Institutional Research section of the MIT
Office of the Provost: Relative to the overall MIT population, our sample is slightly more
likely to be male, a US citizen, to be majoring in Electrical Engineering and Computer
Science, and to be enrolled in the first three years of the program. Descriptive statistics for
our sample are shown in Table 1. About a third of the students in the data (32%) have
strong self-assessed programming skills (‘Top Coders’), and 55% are male.
In Section 3.1, we take advantage of a probing question in the survey where we added
an incentive to reveal the emails of your friends to see how this changed students’ attitude
3
In another paper we evaluate the effect of identity and delay on the diffusion and cashing out process.
In terms of use of Bitcoin, by the end of our observation period (February 2016), 13.1% was regularly active,
39% of students had converted their bitcoin back to US dollars (‘Cash Out’), and the majority of participants
(47.9%) was still holding on to their original bitcoin. (Catalini and Tucker, 2016).
4
Students had five days to register online to receive their bitcoin.
5
Participation ranged from 79% among first year students to 62% among fourth year students. International and biology students were slightly less likely to participate (61% and 59% respectively), and enrollment
was not surprisingly highest (80%) among electrical engineering and computer science students.
6
21% of students was interested in Bitcoin as an alternative to cash, 20% for online transactions, 17% to
be independent from fiat currencies, 16% because of its low transaction fees, 12% for international money
transfers and travel, 9% because of the additional security it provided, 8% because of the ability to escape
government surveillance.
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towards their friends’ privacy. Our key dependent variable in that Section 3.1 is a binary
indicator equal to one if the student provided us only with invalid emails for their friends.
During signup, students were presented with four Bitcoin wallets, randomly ordered on
the page. The vast majority of participants (71%) selected one of the two ‘Bank-Like’ wallets
offered by a startup over the open-source alternatives,7 and only 9% selected a wallet that
is more difficult for the government to track because it does not rely on an intermediary.
In Section 3.2, we use the random ordering of wallets as a source of exogenous variation
in wallet choice, and look at the propensity of students to select a wallet that maximized
privacy on different dimensions as a function of the order in which wallets were presented
on the page. To compare the revealed preferences for the privacy features of the wallets to
the students’ stated preferences for privacy, we use answers to our registration survey. In
particular, students were asked to rate digital wallets in terms of their traceability by peers,
the wallet service provider, or the government.8 We use the students’ answers to divide the
sample into above-the-median versus below-the-median tastes for privacy from each one of
the three audiences.9 We also build measures of the students’ degree of trust in different
institutions for financial services in the same way.10
7

As a comparison, only 12.5% of students were using an open-source browser during registration.
The survey questions asked how important the privacy features of a digital wallet were on a scale from
1 (not at all) to 5 (very important). The dimensions used were: “Trackability of your transactions by the
government”, “Trackability of your transactions by the service provider”, “Trackability of your transactions
by your peers”. The order the features were listed in was randomized.
9
Students who do not answer a specific question are grouped in the above-the-median privacy part of
the sample, as not answering could be a reflection of their privacy attitude. Results are robust to including
them in the opposite group or removing them.
10
The relevant survey questions asked participants “To what extent do you trust the following entities to
provide financial services such as digital wallets, credit or debit cards, or mobile payment services?” - and
the scale used was from 1 (not at all) to 5 (to a great extent).
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Results

3.1

Small Money

When asked by the National Cyber Security Alliance (NCSA) in a survey,11 60% of consumers
said that they would never feel comfortable sharing their list of contacts if asked. In the
same survey, information about one’s contacts ranked as the second most private piece of
data, right below social security numbers (68% would never share their SSN when asked).
In order to study the adoption of Bitcoin on the MIT campus, we needed information
about the participants’ social ties. This posed a challenge, as it is difficult to collect accurate social network information without relying on Facebook Connect, an option that was
discarded in this context to avoid attrition due to privacy concerns. Aware that simply
asking about the email addresses of one’s friends would give us poor coverage, we decided
to randomly include a probing question during the signup process for 50% of our sample
that incorporated a small incentive to encourage disclosure: A pizza participant could share
with their closest friends. This allows us to compare the choices students made in terms of
protecting (or not) the privacy of their friends under the non-incentivized (‘Ask’)12 and the
incentivized (‘Ask + Incentive’)13 regime.
Our key outcome variable in this section is whether students decided to protect the
privacy of their friends by giving us invalid addresses or not. Both in the incentivized and in
the non-incentivized regime, our dependent variable is equal to one if students provided all
invalid emails, and zero otherwise. Since students could only list MIT addresses during the
11

https://staysafeonline.org/about-us/news/results-of-consumer-data-privacy-survey-reveal-critical-needfor-all-digital-citizens-to-participate-in-data-privacy-day
12
The non-incentivized question, which was presented to the full sample, used the following text: “List 5
friends you would like to know the public addresses of. We will email you their addresses if they sign up for
the directory.”
13
“The incentivized question, which was randomly presented to 50% of the sample, used the following text:
“You have been selected for an additional, short survey (1 question). If you decide to complete the survey,
you will receive one free pizza that you can share with your friends. List 3 friends you would like to share a
pizza with. One pizza will be on us! If you happen to talk about Bitcoin, even better!”.
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sign up process, we are able to check the validity of these entries by using the MIT People
Directory.14 We focus on cases where all emails provided are invalid to rule out typing errors,
and identify the subset of students that clearly did not want to share this type of information
with us.
In the raw data, within the subsample randomly exposed to the incentive, 5% of students
gave all invalid emails under the ‘Ask’ condition, and 2.5% under the ‘Ask + Incentive’
condition. Within the full sample, 6% of students gave all invalid emails under the ‘Ask’
condition.15
Table 2 uses OLS regressions at the student-answer level to test robustness to the inclusion
of additional controls and interactions. Only the 1,543 students that were exposed to both
the incentivized and the non-incentivized question about the emails of their friends appear
in this sample (two rows for each student, i.e. one row for each answer). All columns
use robust standard errors clustered at the student level. The incentivized condition has a
large, negative effect on the probability that students will protect the privacy of their friends
relative to their behavior in the non-incentivized condition. In Column (1), the coefficient
estimate of -0.0285 for ‘Ask + Incentive’ represents a 54% decrease in the probability of all
invalid emails over the baseline. In Appendix Table A-1 we test the robustness of this result
to a number of alternative explanations. For example, one may worry that the effect is driven
by students who do not value the contacts of their friends yet because they are only three
months into the program, but we do not find heterogeneous effects by cohort. Differences
in gender, expectations about the price of Bitcoin, and technology preferences (e.g. digital
wallets, browsers etc.) also do not have a meaningful effect on the impact of the incentive.
14

Available online at: http://web.mit.edu/people.html
When we explore heterogeneous effects by gender, year of study, digital wallet selected, expectations
about Bitcoin, coding skills and technology preferences such as operating system or browser used, we find
no significant differences in how these subgroups respond to the incentivized regime in the raw data. In all
cases, when the request is made together with the pizza incentive, students are significantly less likely to
protect the privacy of their friends.
15
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The main result is also surprisingly stable when we add in Table 2 interactions between
the main effect (‘Ask + Incentive’, or ‘AI’) and the students’ stated preferences for privacy
across different audiences: Privacy from peers (Column (2)), from an intermediary (Column
(3)), and from the government (Column (4)). In all cases, the main effect is qualitatively
unchanged and the interactions are insignificant, suggesting that privacy-sensitive individuals
do not respond differently to the incentive compared to other individuals. Ex ante stated
preferences about privacy, at least in this setting, do not seem to separate students in terms
of how they will respond to our two conditions.
The absence of heterogeneous effects on these privacy dimensions is somewhat puzzling.
One interpretation is that this particular demographic is comfortable with sharing information because it already enjoys limited digital privacy, and therefore incurs limited costs with
additional disclosure. Mobile apps and online services often ask for permission to access our
contacts or social network graph in exchange for a more streamlined experience (e.g. quick
authentication), and retailers regularly collect purchase behavior data in combination with
loyalty cards and discounts. This would explain why such a small incentive did have such a
consistent effect across participants: The incremental cost of disclosing your friends’ emails
to a relatively trusted intermediary, here researchers at MIT, is perceived by the students as
being extremely low.
To further explore this possibility, Columns (5) to (7) of Table 2 use the same approach
as the previous columns, but rely on our survey measures of trust in different institutions
for the provision of financial services which, as before, are split into below- versus abovethe-median groupings. The coefficient for the interaction term for above-the-median trust
in startups and retailers is positive, although in both cases non-significant. A look at the
raw data for the subsample exposed to both regimes suggests that the sign is driven by the
fact that these students are somewhat less likely to protect their friends’ emails in the first
place. Whereas students with below-the-median trust in startups on average deliver invalid
10

emails in 5.7% of the cases in the non-incentivized regime, their above-the-median peers do
so in 4% of the cases (1.7% difference, p = 0.1792). Similarly, students who trust retailers
only protect the emails of their friends in 3.9% of the cases, compared to 6.4% for the rest
of the students (2.5% difference, p = 0.0273).
The results of this section highlight how small incentives such as a cheese pizza can have
a large effect on decisions about privacy. While this first part of the analysis focused on the
decision to protect the privacy of one’s friends, the next two sections will directly focus on
choices that affect the focal individual, and quantify how small frictions and information can
shift individuals away from their stated privacy goals.

3.2

Small Costs

During the registration process, students had to learn about data security, and were offered the opportunity to encrypt and sign the Bitcoin address they intended to use for the
distribution for additional security and privacy when communicating it to the organizers.
Whereas 55% of participants initially tried this additional step, only 49% of those who tried
succeeded, with the others falling back to the easier flow without encryption. This is consistent with many students caring about privacy and security, but then falling back to the
most convenient options when additional effort is required.
The randomized order in which digital wallets were presented to the students allows
us to explore if introducing small frictions in a sign up flow can change long-term privacy
outcomes. For example, if undue haste or inattention induce students to default to the first
listed option and ignore the privacy features of each wallet, then the ranking should have a
meaningful effect on the wallet students end up using and the data they end up disclosing.
Whereas open-source Bitcoin wallets like Electrum offer a high degree of privacy from the
government and do not require an intermediary to be used, they also record all transactions
on the Bitcoin public ledger, the blockchain, under a pseudonym. While users can technically
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generate a new pseudonym, a new Bitcoin address, for each transaction, over time patterns of
transactions can be analyzed to de-anonymize users unless additional steps, such as mixing
transactions with other users, are taken to make tracking more difficult. In a recent study of
Bitcoin usage, Athey et al. (2016), after using different heuristics and public data sources to
map pseudonyms to individual entities, are able to analyze individual transaction patterns
over time such as trading and speculation, international money transfer, and gambling. For
example, the authors are able to use the public data to highlight how investment is currently
one of the most common uses of Bitcoin.
Open source wallets also tend to be less user-friendly and convenient to use relative to
their ‘bank-like’ counterparts, which in our study were Circle or Coinbase. Bank-like wallets
connect to traditional bank accounts and credit cards, offer a mobile app, can easily convert
Bitcoin to and from government-issued money, and may provide additional privacy to their
users from the public because of the way they pool transactions within their network without
recording each one of them on the Bitcoin ledger. At the same time, with bank-like wallets
users need to be comfortable sharing all their transaction data and identity information with
a commercial intermediary, and possibly the government since these intermediaries need to
comply with Anti-Money Laundering (AML) and Know Your Customer (KYC) regulations
like other financial institutions.
The wallet choice therefore involves a trade-off in terms of who may have easier access
to the financial transaction data in the future. Similar to what we observe with address
encryption, convenience influences this choice. The vast majority of participants (71%)
selected a bank-like wallet over an open source alternative. This implies they accepted
potential corporate and government surveillance in exchange for ease of use. Choices were
strongly affected by the random ordering of wallets: When a bank-like wallet was listed first,
78% of students selected it (as opposed to only 65% when it was listed 2nd or lower); when
the open-source Electrum wallet was listed first, 12% of students chose it, compared to only
12

8% when it was not. Small frictions, such as those generated by the ranking of options on a
web page, generated large differences in the technology adopted.
Table 3 uses three different dependent variables to study this from a privacy angle.
Column (1) uses an indicator equal to one if the focal student selected a wallet that does
not record all transactions to the public Bitcoin blockchain. Similarly, in Column (2) the
dependent variable is equal to one if the chosen wallet does not given an intermediary access
to transaction data, and in Column (3) it is equal to one in cases where students selected
an open source wallet that is harder to track for the government. In each OLS regression
the key explanatory variable, ‘Best Not 1st’, is a binary indicator equal to one if none of the
wallets that would maximize privacy along the focal dimension is listed first. Specifically, the
indicator ‘Best Not 1st’ is equal to one when additional costs are introduced in the selection
of the optimal wallet for the specific dimension of privacy captured by the dependent variable.
Results highlight how the costs introduced by the random order of wallets shape student
choices: In Column (1), when wallets that would maximize privacy from the public are
not listed first, students are 13% less likely to select them, which corresponds to a 16.7%
decrease relative to the baseline. In Column (2), when we look at maximizing privacy from
an intermediary, the reduction in the probability of selecting an optimal wallet is similar
(13.2%), but this time maps to a larger relative effect, as the probability of making this type
of choice is otherwise only 28.6%. When a wallet that optimizes privacy from an intermediary
is not listed first, we observe a 46% decrease relative to the baseline. Comparable effects are
observed in Column (3), where a 3.8% reduction in the probability of selecting the wallet
that maximizes privacy from the government corresponds to a 31.6% change over the case
where such a wallet is listed first. Cryptocurrencies like Bitcoin are often criticized on the
ground that they might allow individuals to escape government surveillance. While we will
explore this issue in more detail in the next section, it is interesting to note that even on
this dimension, students are highly sensitive to the frictions introduced by the ordering of
13

the wallets on the web page.
In Appendix Table A-2 we show robustness of these effects to the inclusion of interactions with the technical skills of the students involved (a proxy for their sophistication in
approaching the wallet selection decision), as well as their stated preferences for the relevant
type of privacy. Specifically, Column (2) uses privacy from peers, Column (4) uses privacy
from an intermediary, and Column 6 uses privacy from the government. While on average
students with strong coding skills are more likely to maximize privacy from an intermediary
(4.5% more likely) and the government (6.3% more likely), they are similarly susceptible in
their choices to the random ordering of the wallets. As we saw in Table 2, stated preferences
for privacy have little effect on privacy outcomes.

3.2.1

Increased Transparency

One may argue that the sizable shifts in privacy outcomes we observe are the result of participants selecting a wallet under limited information. Whereas our main wallet selection
screen was similar to the ‘browser ballot screen’ Microsoft adopted in 2010 after the EU
Commission antitrust ruling (see Figure A-2), in this section we test if increasing transparency by providing fine-grained information about the main trade-offs the wallets entail
can compensate for the ranking effects.
A screenshot of the randomized treatment we rely on for this part of the analysis is
presented in Figure A-3: Whereas 50% of the sample - as in the Microsoft ‘browser ballot
screen’ - only saw the names, logos and short descriptions of the four randomly sorted
wallets,16 the remaining 50% received additional information about key privacy, security
and convenience trade-offs. In particular, under the ‘Increased Transparency’ ballot screen,
students received information about the wallets’ strengths and weaknesses in terms of privacy
16
I.e. they saw column 1 of the table presented in Figure A-3 together with the following short descriptions:
‘A web wallet service’ (Circle and Coinbase), ‘A hybrid web/self-managed wallet’ (Blockchain.info), ‘A selfmanaged wallet’ (Ethereum).
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from the public and an intermediary (Column 2 in Figure A-3), data security (Column 3),
data recovery (Column 4), ability to convert bitcoin to and from US dollars (Column 5), and
privacy from the government (Column 6).
Table 4, which introduces the ‘Increased Transparency’ randomization, follows closely the
structure of the previous table. Relative to the baseline case where the best wallet was listed
first and no additional information was provided, as in Table 3 a lower ranking induces a
substantial drop in the likelihood that the participant will maximize privacy along the focal
dimension. The three coefficients for ‘Best Wallet Not 1st’ are all negative and comparable
in magnitude to the ones in Table 3, although the last one is now insignificant.
When additional information is shown (‘Increased Transparency’), participants are more
likely to select a wallet that maximizes privacy from the public or government, but not
from an intermediary. This may be due to the fact that while bank-like wallets expose
all financial transactions to a startup, they also offer additional convenience to consumers
(e.g. data recovery, mobile app, ability to convert to and from US dollars etc). Therefore,
whereas increased transparency compensates for the negative effect of not being listed first
in Columns 1 and 3, it reinforces it in Column 2. As we saw for the choices on encryption,
while participants say they care about privacy, their behavior is consistent with ease of use
dominating their choice of wallet.
Taken together, results from Tables 3 and 4 support the idea that across three different
privacy dimensions, the ordering of wallets on the signup page, by introducing minor, additional costs for the wallets not ranked first, had a large effect on the technology ultimately
adopted by the students. Even in an environment where students could maximize privacy in
a way that was consistent with their stated preferences, the ordering - potentially combined
with inattention or undue haste - seemed to drive many of the participants’ decisions. Moreover, providing additional information does not necessarily counteract the effect of small
frictions on digital privacy choices: When intermediaries offer greater convenience in their
15

products over their open source counterparts, consumers are willing to sacrifice their privacy
in exchange for a better user experience.

3.3

Small Talk

In this last section, we study the impact of a small information treatment that explicitly
focused on privacy-protecting behavior. Under the ‘Encryption Randomization’ condition
(Figure A-1), when shown details about PGP technology, 50% of the sample was provided
with extra information on how PGP allows for secure communication between a sender
and a receiver, and reduces the ability of a third-party to intercept it. In particular, the
randomization focused on how PGP can help individuals “keep the prying eyes of everyone
from governments to Internet service providers [...] from seeing the content of messages.”
Though PGP encryption technology is widely used in contexts where security and privacy
are paramount, in our setting the technology did not provide the students with any additional
protection with respect to their future Bitcoin transactions. These would be still exposed
to intermediaries, governments or the public depending on the digital wallet selected by
the students. In our case PGP was only used to secure the communication of the address
and therefore the first transaction, so it only applied to the message we used to deliver
the students their initial $100 in bitcoin.17 As a consequence, whereas students may have
interpreted the additional information about PGP as relevant for the privacy of their bitcoin
transactions, in this setting it was not.
Table 5 estimates the effect of the ‘Encryption Randomization’ on the likelihood of escaping further surveillance by the public, the intermediary or the government. All columns
report OLS regressions, and exclude students who abandon Bitcoin, as the privacy outcomes
17

By using PGP to encrypt and sign their wallet address before communicating it to us, students could
make sure that if a malevolent actor had intercepted the communication and replaced their address with a
different one (e.g. to divert the funds), then the PGP signature would not have matched the student’s public
PGP key, allowing us to identify the attack.
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studied here are not relevant for non-adopters. In Column (1), the dependent variable is equal
to one if the students used a privacy-enhancing mixing service to increase the anonymity of
their bitcoin transactions. Mixing services allow users to pool their transactions (multiple
inputs and outputs) to make it substantially more difficult for the public to follow the digital
exchange trail recorded on the public Bitcoin blockchain. Users may use such a service if
they are worried about the public tracking their spending or trading patterns, or quantifying
their overall bitcoin assets. Since not all users may recognize the advantages of using a mixing service to protect their privacy nor may know exactly how to use it, the baseline is very
low: Only 2.3% of students uses such a service when not exposed to the ‘Encryption Randomization.’ The percentage goes further down because of the information treatment, which
corresponds to a 1% reduction in use, and a 45% decay relative to the baseline. Results are
noisy, possibly also because we may not be able to capture some of the most sophisticated
methods of transaction mixing or the use of less popular services for doing so. Whereas the
1% reduction in use may seem small, it is important to remember that overall activity with
Bitcoin is also low, at 13.1%.
Columns (2) and (3) of Table 5 further limit the sample to ‘Bank-Like’ wallets only,
as for these wallets we can observe the students’ decisions to disclose (or not) additional
information that may make it easier for the intermediary or the government to track their
Bitcoin transactions. The dependent variable in Column (2) is equal to one if the students
did not reveal their mobile phone number or address to the commercial intermediary, and
zero otherwise. The effect of the randomization is negative but small, noisy and insignificant,
possibly because of endogenous sorting into the wallet type, that is, students who selected
a bank-like wallet are already less worried about corporate surveillance to begin with. Last,
Column (3) looks at the students’ propensity to not link their Bitcoin wallet to a traditional
bank account, making it more difficult for the government to link their bitcoin transactions to
their government-issued-currency ones. Consistent with the previous results, the encryption
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randomization - potentially because it gave the students a perception of protection from
initial interception - made it 3.8% less likely that the student would later try to escape
surveillance from the government.
Overall, while only suggestive because of the smaller sample size, taken together the
results of this section highlight potential unexpected consequences of providing additional
information on privacy protecting behavior. In our context, the discussion of how PGP
technology can help consumers avoid initial interception - although irrelevant with respect
to the privacy of bitcoin transactions - seems to have increased disclosure by our participants
towards the public, the intermediary and the government.

4

Conclusions

In the paper, we rely on data from a large-scale experiment involving all MIT undergraduate
students to study consumers’ attitude and revealed preferences towards digital privacy. We
take advantage of the nature of the underlying technology (Bitcoin) to explore from whom
consumers value privacy the most: The public, an intermediary, or the government.
Our results highlight a digital privacy paradox: Consumers say they care about privacy,
but at multiple points in the process they end up making choices that are inconsistent with
their stated preferences.
The implications of our findings for policy are nuanced. For example, our finding that
small incentives such as the offer of pizza can lead people to share potentially sensitive data
more freely despite their stated privacy preferences can have two interpretations. On the
one hand it might lead policy makers to question the value of stated preferences for privacy
when determining privacy policy. On the other hand, it might suggest the need for more
extensive privacy protections, from the standpoint that people need to be protected from
their willingness to share data in exchange for relatively small monetary incentives.
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Moreover, whenever privacy requires additional effort or comes at the cost of a less
smooth user experience, participants are quick to abandon technology that would offer them
greater protection. This suggests that privacy policy and regulation has to be careful about
regulations that inadvertently lead consumers to be faced with additional effort or a less
smooth experience in order to make a privacy-protective choice.
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5

Tables
Table 1: Descriptives
Variable

Mean Std. Dev. Min.

Max.

N

All Invalid (Ask)
All Invalid (Ask + Incentive)

0.06
0.025

0.238
0.155

0
0

1
1

3108
1543

Incentive Randomization
Encryption Randomization

0.496
0.507

0.5
0.5

0
0

1
1

3108
3108

Cash Out
Bank-Like Wallet

0.394
0.713

0.489
0.452

0
0

1
1

3108
3108

Year
Male
Top Coder
Expected Price Decay
Open Source Browser

2.457
0.551
0.324
0.171
0.125

1.11
0.497
0.468
0.377
0.331

1
0
0
0
0

4
1
1
1
1

3108
3108
3108
3108
3108

AM Privacy from Peers
AM Privacy from Intermediary
AM Privacy from Government

0.377
0.548
0.424

0.485
0.498
0.494

0
0
0

1
1
1

3108
3108
3108

AM Trust in Government
AM Trust in Startup
AM Trust in Retailer

0.51
0.256
0.434

0.5
0.437
0.496

0
0
0

1
1
1

3108
3108
3108

Selected Wallet Max. Priv. from Public
Selected Wallet Max. Priv. from Intermediary
Selected Wallet Max. Priv. from Government

0.713
0.22
0.091

0.452
0.414
0.288

0
0
0

1
1
1

3108
3108
3108

Wallet High Priv. Public Not Listed 1st
Wallet High Priv. Intermediary Not Listed 1st
Wallet High Priv. Government Not Listed 1st

0.495
0.505
0.753

0.5
0.5
0.431

0
0
0

1
1
1

3108
3108
3108

Escaping Surveillance from Public
Escaping Surveillance from Intermediary
Escaping Surveillance from Government

0.018
0.674
0.865

0.131
0.469
0.342

0
0
0

1
1
1

1882
1410
1410
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Table 2: Effect of Small Incentives on Privacy
VARIABLES

(1)
All Invalid

Ask + Incentive (AI) -0.0285***
(0.0059)
AI × Above Median
Privacy Public

(2)
(3)
All Invalid All Invalid

(4)
All Invalid

(5)
All Invalid

(6)
All Invalid

(7)
All Invalid

-0.0268***
(0.0066)

-0.0249***
(0.0068)

-0.0245***
(0.0074)

-0.0327***
(0.0060)

-0.0332***
(0.0066)

-0.0224***
(0.0076)

-0.0045
(0.0079)

AI × Above Median
Privacy Intermediary

-0.0110
(0.0081)

AI × Above Median
Privacy Government

-0.0085
(0.0078)

AI × Above Median
Trust Government

-0.0080
(0.0079)

AI × Above Median
Trust Startup

0.0153
(0.0100)

AI × Above Median
Trust Retailer

Constant

Observations
R-squared

0.0105
(0.0081)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

3,086
0.005

3,086
0.006

3,086
0.006

3,086
0.006

3,086
0.006

3,086
0.006

3,086
0.006

Notes: The dependent variable in all columns is equal to one if the focal student only provided invalid entries when asked
about the emails of her friends (either in the non-incentivized or in the incentivized condition). The sample only includes the
1,543 students (50% of participants, two observations per individual) that were randomly exposed both to the
non-incentivized condition (‘Ask’), and the incentivized one (‘Ask + Incentive’). All columns show OLS regressions with
robust standard errors clustered at the student level. Student-level variables capturing preferences for privacy and trust in
different types of institutions are based on survey questions administered during registration. *** p<0.01, ** p<0.05, * p<0.1
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Table 3: Effect of Small Costs on Privacy
(1)
Maximized
Privacy
from the
Public

(2)
Maximized
Privacy
from the
Intermediary

(3)
Maximized
Privacy
from the
Government

Best Wallet Not 1st

-0.1301***
(0.0161)

-0.1320***
(0.0147)

-0.0379***
(0.0130)

Constant

0.7777***
(0.0105)

0.2867***
(0.0115)

0.1199***
(0.0117)

3,108
0.021

3,108
0.025

3,108
0.003

VARIABLES

Observations
R-squared

Notes: The dependent variable in Column (1) is equal to one if the focal student selected a wallet that did not record all
transactions on the public Bitcoin blockchain. In Column (2), it is a binary indicator equal to one if the student selected an
open-source wallet that does not allow the intermediary (if present) to access transaction data. In Column (3), it is equal to
one if the student selected Electrum, a wallet that is more difficult for the Government to track relative to the other featured
ones. The key explanatory variable, ‘Best Wallet Not 1st’, is a binary indicator equal to one if none of the wallets that would
maximize privacy on the focal dimension captured by the dependent variable is listed first on the wallet selection page. All
columns use OLS regressions with robust standard errors. *** p<0.01, ** p<0.05, * p<0.1

Table 4: Effect of Small Costs on Privacy (Increased Transparency)

VARIABLES
Best Wallet Not 1st
Increased Transparency
Best Not 1st × Increased Transparency

Constant

(1)
(2)
(3)
Maximized Maximized
Maximized
Privacy
Privacy
Privacy
from the
from the
from the
Public
Intermediary Government
-0.1761***
(0.0240)
0.0902***
(0.0210)
0.0966***
(0.0318)

-0.1839***
(0.0225)
-0.1845***
(0.0225)
0.1082***
(0.0290)

-0.0164
(0.0165)
0.0644***
(0.0231)
-0.0391
(0.0257)

0.7313***
(0.0161)

0.3779***
(0.0174)

0.0859***
(0.0148)

3,108
0.047

3,108
0.054

3,108
0.008

Observations
R-squared

Notes: The dependent variable in Column (1) is equal to one if the focal student selected a wallet that did not record all
transactions on the public Bitcoin blockchain. In Column (2), it is a binary indicator equal to one if the student selected an
open-source wallet that does not allow the intermediary (if present) to access transaction data. In Column (3), it is equal to
one if the student selected Electrum, a wallet that is more difficult for the Government to track relative to the other featured
ones. The key explanatory variable, ‘Best Wallet Not 1st’, is a binary indicator equal to one if none of the wallets that would
maximize privacy on the focal dimension captured by the dependent variable is listed first on the wallet selection page.
‘Increased Transparency’ refers to the randomized condition (50% of the sample) in which the list of wallets was shown along
with key privacy, security and convenience trade-offs. All columns use OLS regressions with robust standard errors. ***
p<0.01, ** p<0.05, * p<0.1
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Table 5: Effect of Small Talk on Privacy

VARIABLES
Encryption
Randomization
Constant

Observations
R-squared

(1)
(2)
Escaping
Escaping
Surveillance Surveillance
from the
from the
Public
Intermediary

(3)
Escaping
Surveillance
from the
Government

-0.0105*
(0.0061)

-0.0361
(0.0250)

-0.0331*
(0.0182)

0.0229***
(0.0049)

0.6921***
(0.0175)

0.8820***
(0.0122)

1,882
0.002

1,410
0.001

1,410
0.002

Notes: The dependent variable in Column (1) is equal to one if the focal students used a Bitcoin transaction mixing service to
protect their privacy on the public Bitcoin blockchain. In Column (2), it is a binary indicator equal to one if they did not
reveal their phone number or street address to the intermediary managing their digital wallet in the cloud. In Column (3), it
is equal to one if the students did not connect their digital wallet to a traditional bank account, possibly making it harder for
the government to link their Bitcoin transactions to their government-issued-currency transactions. The ‘Encryption
Randomization’, presented in Appendix Figure A1, was randomly shown to 50% of the sample. All columns use OLS
regressions with robust standard errors. *** p<0.01, ** p<0.05, * p<0.1
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6

Appendix
Table A-1: Effect of Small Incentives on Privacy (Robustness)

VARIABLES
Ask + Incentive (AI)

(1)
All Invalid

(2)
All Invalid

(3)
All Invalid

(4)
All Invalid

(5)
All Invalid

(6)
(7)
All Invalid All Invalid

-0.0285***
(0.0059)

-0.0315***
(0.0083)

-0.0341***
(0.0071)

-0.0272***
(0.0064)

-0.0279***
(0.0064)

-0.0250**
(0.0090)

AI × Year 2

0.0033
(0.0106)
0.0022
(0.0106)
0.0071
(0.0115)

AI × Year 3
AI × Year 4

AI × Male

0.0100
(0.0078)

AI × Top Coder

-0.0040
(0.0082)

AI × Expected Price Decay

-0.0036
(0.0098)

AI × Bank-Like Wallet

-0.0049
(0.0092)

AI × Open Source Browser

Constant

Observations
R-squared

-0.0292***
(0.0060)

0.0054
(0.0125)
0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

0.0531***
(0.0057)

3,086
0.005

3,086
0.006

3,086
0.006

3,086
0.005

3,086
0.005

3,086
0.006

3,086
0.005

Notes: The dependent variable in all columns is equal to one if the focal student only provided invalid entries when asked
about the emails of her friends (either in the non-incentivized or in the incentivized condition). The sample only includes the
1,543 students (50% of participants, two observations per individual) that were randomly exposed both to the
non-incentivized condition (‘Ask’), and the incentivized one (‘Ask + Incentive’). All columns show OLS regressions with
robust standard errors clustered at the student level. Student information (Year, Male) is provided by the MIT Office of the
Provost, Institutional Research. Variables about the students’ coding ability (Top Coder) and expectations about the future
price of Bitcoin (Expected Price Decay) are collected through the registration survey. ‘Bank-Like wallet’ is equal to one if the
students selected a digital wallet provided by a financial intermediary. ‘Open Source Browser’ is equal to one if the student
signed up for the study using an open-source browser. Student-level variables capturing preferences for privacy and trust in
different types of institutions are based on survey questions administered during registration. *** p<0.01, ** p<0.05, * p<0.1

A-1

Table A-2: Effect of Small Costs on Privacy (Robustness)

VARIABLES
Best Wallet Not 1st

Top Coder
Best Not 1st × Top Coder

(1)
Maximized
Privacy
from the
Public

(2)
Maximized
Privacy
from the
Public

(3)
Maximized
Privacy
from the
Intermediary

(4)
Maximized
Privacy
from the
Intermediary

(5)
Maximized
Privacy
from the
Government

(6)
Maximized
Privacy
from the
Government

-0.1163***
(0.0194)

-0.1382***
(0.0204)

-0.1201***
(0.0177)

-0.1316***
(0.0221)

-0.0338**
(0.0146)

-0.0448***
(0.0167)

-0.0034
(0.0224)
-0.0429
(0.0346)

AM Stated Preference

-0.0068
(0.0217)
0.0216
(0.0332)

Best Not 1st × AM Stated Preference

Constant

Observations
R-squared

0.0449*
(0.0251)
-0.0369
(0.0318)

0.0637**
(0.0265)
-0.0094
(0.0296)
-0.0156
(0.0232)
0.0000
(0.0296)

0.0066
(0.0240)
0.0157
(0.0266)

0.7788***
(0.0128)

0.7803***
(0.0133)

0.2723***
(0.0138)

0.2951***
(0.0171)

0.0984***
(0.0132)

0.1173***
(0.0151)

3,108
0.022

3,108
0.021

3,108
0.027

3,108
0.026

3,108
0.012

3,108
0.004

Notes: The dependent variable in Columns (1) and (2) is equal to one if the focal student selected a wallet that did not record
all transactions on the public Bitcoin blockchain. In Columns (3) and (4), it is an indicator equal to one if the student
selected an open-source wallet that does not allow an intermediary access transaction data. In Column (5) and (6), it is equal
to one if the student selected Electrum, a wallet that is more difficult for the Government to track relative to the other
featured ones. The key explanatory variable, ‘Best Wallet Not 1st’, is an indicator equal to one if none of the wallets that
would maximize privacy on the focal dimension captured by the dependent variable is listed first on the wallet selection page.
Students’ coding ability (Top Coder) and preferences about privacy along the relevant dimension are collected through the
registration survey. In Columns (1) and (2) we use preferences for privacy from peers; in Columns (3) and (4) preferences for
privacy from an intermediary; in Columns (5) and (6) preferences for privacy from the government. All columns use OLS
regressions with robust standard errors. *** p<0.01, ** p<0.05, * p<0.1

A-2

Figure A-1: Encryption Randomization
Notes: All students saw the text at the top when we described PGP and encryption to them during the signup process. 50%
were also randomly exposed to the bottom part (red box), which highlighted how PGP can be used to secure communication
and avoid interception of the initial communication.

A-3

Figure A-2: ‘Browser Ballot’ Screen
Notes: After the European Commission’s ruling, Microsoft offered its users in Europe the choice between different, randomly
sorted browsers. The ‘ballot screen’ presented each browser along with a short description and links to either install the
browser or learn more about it. Source (March 2010):
https://web.archive.org/web/20100323155508/http://www.browserchoice.eu/BrowserChoice/browserchoice en.htm

A-4

Figure A-3: Wallet Choice under Increased Transparency
Notes: All students saw the names of the wallets and their logo (i.e. the first column in the table). 50% of the sample was
also randomly exposed to the other columns (‘Increased Transparency’ condition), which show key privacy, security and
convenience trade-offs.

A-5

